
IT data is everywhere. It is generated by all devices that have an IP address. Not only by common devices 

such as switches, servers and modems, but also specialized equipment such as hospital scanners, volumetric 

pumps, and more. 

Today, your organization generates an enormous amount of logs each day. It would take you a long time to 

analyze all the logs from all the equipment to detect any problems. In a context where there are many logs it 

is neither profitable nor humanly possible, hence the idea of a centralized console. The art of detecting anom-

alies becomes meaningful when you have a historical view for comparing normal versus abnormal behaviors. 

In Blësk, the Event Log Manager (ELM) is a powerful log management tool. A solution that filters, analyzes, and 

controls events (logs). ELM uses RESTful technology to offer ultra-fast access to the millions of system event en-

tries generated on your network. A visual representation allows you to see at a glance the equipment that 

needs immediate attention. For example, a case of a very large number of logs mentioning "connection 

failed" puts us on the track of a potential problem. Indeed, this is often a sign that a threat is trying to pene-

trate the system by force. You can also do forensics by auditing connection logs to discover if, unfortunately, 

any have succeeded.  

In addition, logs keep track of hackers trying to access a resource slyly. The logs can also help detect whether 

critical or confidential resources are being extracted from the company from the inside. Event Log Manager 

also allows you to see service errors  and identify problem sequences that start accumulating in the logs. The 

technicians, being busy doing something else, will use the event logs to be proactive before the system fails. 

They will use the timeline of events and easy viewing of different server interactions to get an overview and 

solve a problem in less time.  

Using data from the company firewall, it is possible to generate dynamic tables from the logs received to 

show, among other things, which sites were visited and by which employee, who tried to access prohibited 

sites such as Facebook, which user is consuming the most bandwidth, etc. With ELM it becomes easy to create 

dynamic tables with deep, lively, and easy to interpret capabilities.  

Your IT equipement speaks to 

you, do you know ?  
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